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Sticky Note
Welcome to the first Coffee, Cookie, and Coding (C-Cubed) workshop of the 2025-26 academic year. These workshops are organized by the Public Health Data Science and Data Equity team.
 
They are primarily intended to help master's-level Public Health and Biostatistics students develop essential Data Science skills for their education and professional careers. However, we encourage anyone in the Yale community or beyond to attend and benefit from our workshop materials if they are interested. 
 
We would love to hear from you about the topics important to your work that you would like to see covered in a workshop. You are welcome to reach out to us directly or submit a request on our YSPH webpage.
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Shelby Golden, M.S.

• Worked 7 years as a Molecular 
Biologist and Biochemist.

• Received a Masters in Applied 
Computational Mathematics from 
Johns Hopkins University in 2024.
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Justin DeMayo

• System and Application Specialist 
for the Harvey Cushing/John Hay 
Whitney Medical Library.

• Offers introductory command line, 
git, and python courses.
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Understand the purpose and value 
of Git and GitHub in managing 
coding projects. (~ 5 minutes)

Learn how Git manages files for 
version control locally and 
distributes them through GitHub. 
(~ 15 minutes)

Set up and configure your local Git 
and GitHub accounts using either 
HTTPS or SSH Keys. (~ 40 minutes)

Today’s 
Learning 

Objectives
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Sticky Note
This workshop is presented in two separate parts. In today’s session, I will provide some context for Git and GitHub, and how they are used together to manage coding projects. The primary focus will be helping each of you get set up with your own Git installation and GitHub accounts.
 
This workshop is designed to be compatible with Bash command-line interfaces, which is the default setting for macOS with Terminal and many Linux distributions. The default for Windows is PowerShell, which is not in Bash.
 
There are different way’s Windows users can get Bash, and in this workshop will provide instructions using Git for Windows, which includes both Git and the Bash command-line interface.



Our Choice Resources
• Yale’s Center for Research Computing workshop Version Control by Git by 

Kaylea Nelson, Ph.D.

• Yale’s Harvey Cushing/John Hay Whitney Medical Library workshop Git & 
GitHub: An Introduction To Version Control by Justin DeMayo

• Getting Git Right by Atlassian

• Git and GitHub Tutorial by W3Schools

• Introduction to GitHub by GitHub

• Happy Git and GitHub for useR by Professor Jenny Bryan (and Yale alumn!) and 
Jim Hester
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What is Git and GitHub?

Shelby Golden
Sticky Note
There are various options for version control and code distribution. 
 
In the next section, I aim to convince you why Git is a valuable tool to learn compared to other version control systems. I will also explain why GitHub is an excellent platform for storing and sharing your coding projects.



System for project 
management by distributive 
version control (DVCS).

What is Version Control by Atlassian. Updated February 23rd, 2020.
Git logo. Downloaded October 10th, 2024.
GitHub logo. Downloaded October 10th, 2024.

Developer platform for 
housing and managing 
projects and acts as the 
DVCS server.
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Typically, in a coding project, it is advantageous to track changes made at each step along the way. When something goes wrong, version control makes it easier to diagnose what changes caused the bug, and you can use older, working versions while fixing the issue. There are two types of version control that facilitate project sharing and collaboration: centralized and distributed. Git is a distributed version control system (DVCS).
 
In a DVCS, a remote server stores the integrated copy of a project, and full-change history mirrors are distributed to individual contributors. Local changes are communicated in what is called a “peer-to-peer” manner; synchronizing committed changes through patches that are sent over the server. 
 
Git was first released in 2005 and is the most popular version control system, even compared to centralized systems. However, Git does not come with its own graphical user interface (GUI) and lacks the infrastructure for project sharing or collaborations. Users need to execute Git bash commands through a command-line application like Terminal, a framework that can prove to be a steep learning curve for new users.
 
GitHub was designed in 2007 to improve upon Git and act as a centralized library of repositories where projects can be shared and collaborated on. Essentially, GitHub is a developer platform built upon Git repository management structures and commands. It also includes additional collaboration tools for development teams, such as the Fork.
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Professional Developers
(n = 53,374)

Learning to Code
(n = 6,157)

2022 Developer Survey by StackOverflow. Published 2022.

Git is the most widely used VCS but is 
underutilized by those learning to code.
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Git is by far the most widely used version control system for both learners and professionals. A survey by StackOverflow in 2022 revealed that respondents overwhelmingly reported using Git compared to Mercurial or SVN. Over 95% of professionals self-reported using Git in their work.
 
Git is also predominantly used by those learning to code, but it has been found that version control systems are generally underutilized by learners. About 17% of learners reported that they do not use any kind of version control, compared to about 1% of professionals.
 
We’re hoping to help bridge this gap.



GitHub is an 
invaluable tool 
for coders 
worldwide.

A global community of developers. by GitHub, 
Octoverse 2022 report.
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GitHub is a highly sought-after resource for maintainers and contributors around the world, including developers working for companies and nonprofits. The pie chart shown here highlights 20 communities outside of the US with the largest growth of users in 2022 compared to the previous year.
 
In 2013, most users were based in the US, but with the year-over-year growth of users from India observed thus far, it is expected that Indian programmers will match the US developer population by 2025.



How do Git and GitHub relate to 
one another?

Shelby Golden
Sticky Note
As I previously mentioned, Git is a system for managing code-based projects using a distributed version control model. GitHub is a remote server where your project code and version history can be saved and easily shared with collaborators.
 
This, of course, does not adequately explain how Git handles your project materials to track their version history, and how this information gets distributed with GitHub.
 
While this side of the topic is not the principal concern of this current workshop, I wanted to provide some additional context on how project files are managed by Git. Hopefully, this will give you a better picture of what Git and GitHub are, and the roles they each play in coding projects.



Working Tree
Local developer space where 
Git is not tracking changes.

Committed Edits
Moves edits from staged to 
the Local Repository mirror 
(.git directory). These 
changes get synced with the 
integrated copy in GitHub.

git add
git commit

git reset

Staged Edits
Git is prompted to track and 
save changes, comparing 
differences with the most 
recent commit.

Local Version Control
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In an established Git version-controlled environment on your local device, there are three primary domains: the working tree, staged edits, and committed edits. 
 
The Working Tree is the area where the developer makes changes to files in the project. In this domain, Git is not actively tracking changes that are made; changes get recycled back into the same file with no record of interim changes.
 
When you are ready for Git to follow changes, you need to add them to the staged environment with git add. This prompts Git to identify differences between Staged Edits and already committed versions that are stored in the .git directory.
 
Once you have reviewed the detected changes and approve saving and sharing them, you use git commit to promote the staged version to become the most recent copy reflected in the .git directory. It is the most recent Committed Edits that get synced over the GitHub server through a “peer-to-peer” patch.
 
Keep in mind that a local Git repository doesn’t continuously monitor the remote repository’s contents. When prompted for tracking, it uses a heuristic to compare files in your project directory to determine when a file has changed or is new. This method of change detection is not always perfect and may sometimes mistakenly identify significantly altered files as new ones.



git clone
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Remote Storage and Distribution
Pull by merge

git push git pull

Pull by rebase

git pull from Atlassian’s Git tutorials, 
Downloaded April 24th, 2025.

https://www.atlassian.com/git/tutorials/syncing/git-pull
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When you use Git to interact with a remote repository stored in GitHub, there are three core commands: clone, push, and pull. In the second part of this workshop, I cover these operations in greater detail, so do not worry too much about the exact purpose or definition of these commands right now.
 
Cloning is a one-time command used to download and store a complete copy of a public repository distributed on GitHub to your local device. Doing this does not necessarily mean you have permissions to contribute changes to this same GitHub repository.
 
Pushing is when you are ready to share your local copy of the codebase through GitHub. When you push, the most recent committed edits in the .git directory get shared with the remote version and evaluated for coalescence.
 
Pulling is when you want to update your local copy of the codebase that might have differed in the remote location. Pulling is an action that constitutes two operations: fetch and either merge or rebase. A diagram describing these is shown on the right.
 
Notice that pulling is not the same thing as cloning. Instead, it is used throughout the lifetime of the project to synchronize changes between your local and remote project copies.



A local private key is matched 
with the remotely stored 
public key.

Keys can decrypt        
messages sent by                  
their pair.
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Secure Shell (SSH) Keys Hypertext Transfer 
Protocol Secure (HTTPS)

Information is securely 
transferred over the internet.

Log-in credentials verify 
access permissions                   

to the repository.
Username + 
Personal Access 
Token (PAT)

Shelby Golden
Sticky Note
When your local device interacts with GitHub, several security checks are performed. For instance:
-              You must verify that the communication is indeed with GitHub and not an impostor site
-              You must confirm that you have the necessary permissions to access specific content on GitHub. 
 
Additionally, encrypting your data ensures that it is securely transferred, safeguarding your content from potential intrusions.
 
GitHub supports two authentication and communication protocols: Secure Shell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). NOTE: Some firewalls and proxies might not allow SSH connections, but this should not be an issue with HTTPS. If you run into this problem, you can reference GitHub’s SSH Troubleshooting page for some guidance. 
 
SSH operates by utilizing a pair of keys - a private key and a public key. Information gets encrypted when being sent between servers, and only a key pair match can decrypt the information when it is received.
 
HTTPS facilitates the secure transmission of information over an encrypted internet connection. Decryption occurs when the correct username and Personal Access Token (PAT) are provided.



Additional Helpful Articles
• Cloning with SSH URL’s and Troubleshooting SSH  by GitHub

• Cloning with HTTPS URL’s and Managing your PATs by GitHub

• Commit signiture verification (sign commits and tags) by GitHub

• Managing deploy keys by GitHub

• Switching remote URLs from SSH to HTTPS and SSH to HTTPS by GitHub

• Using SSH agent forwarding by GitHub

• Caching your GitHub credentials in Git for Windows by GitHub and Install the 
git-credential-osxkeychain helper for Macs by Atlassian
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Credential Configuration: Let's Get 
Started!

Shelby Golden
Sticky Note
That summarizes many of the high-level details about Git and GitHub, including why you’d want to learn to use them and how they are utilized for version control and project sharing.

For the remainder of this presentation, we will focus on setting up these tools.



Essential Setup
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Install Git

GitHub Account

HTTPS Personal Access Token (PAT)

SSH Key Pairs

Shelby Golden
Sticky Note
Follow the directions provided in the "Essential Setup: GitHub Account Creation and Git Installation" handout.



Data Transfers
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Install Git

GitHub Account

HTTPS Personal Access Token (PAT)

SSH Key Pairs

Shelby Golden
Sticky Note
Follow the directions provided in the "Data Transfers: Securely Linking Your Local Machine with GitHub" handout.



ysph.yale.edu
sph.yale.edu/dsde

@YaleSPH

Public Health Data Science and Data Equity
Yale School of Public Health
60 College Street, New Haven, CT 06510

Thank you!



Appendix



Command-Line 
Interface (CLI)

A texted-base application that directly interacts with the 
computer’s operating system, manages files, and can run 
programs. It typically lacks a graphical user interface (GUI).

Distributive Version 
Control System

The project codebase is copied as a mirror to each 
contributor's local computer. Local changes get synched 
via patches sent peer-to-peer through the server.

git add Prompt Git to track changes made to specified files and 
transition them from the Working Tree to the Staged Edits 
domain. Git compares them to the .git directory.

Glossary
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git branch Create or list different “versions” or “paths” of a project that 
you can work on separately.

git checkout Command to switch between the different branches.

git clone Copies an existing repository stored in a remote server to 
your own device, including all files, history, and branches.

git commit Promote the staged version of specified files to become 
the latest copy reflected in the .git directory. 
The Committed Edits version is synced to the remote 
server as a “peer-to-peer” patch.

Glossary
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git merge One method to reconcile different committing histories in 
divergent branches. Creates a new version integrating the 
head of the two branches in a three-way commit.

git mv Moves or renames a specified file, directory, or symlink that 
is already tracked by Git.

git fetch Downloads changes from a remote repository without 
coalescing with your local copy. Part of the pull action.

git pull The combined action of fetch and merge or rebase. 
Downloads changes from a remote repository and 
coalesces them with your local copy.

Glossary
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git push Upload your recent Committed Edits to a remote 
repository, synchronizing changes for others to see.

git rebase An alternative to merge. The branch commit histories are 
realigned so that the leading one defines the commit parent 
history of the following branch, thus rebasing its commits.

git reset Unstages changes to specified files, moving them from 
Staged Edits back to the Working Tree without altering the 
files' versions in the Working Tree.

Glossary
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git status Summarizes the state of files in the Working Tree and 
Staged Edits, comparing changes to the latest, committed 
version in the .git directory.

Graphical User 
Interface (GUI)

An interface that allows users to interact with computers 
through visual elements like buttons and menus.

Integrated 
Development 

Environment (IDE)

A software application that combines tools for editing, 
building, testing, and debugging code into a single, user-
friendly interface.

Glossary
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Mirror An exact copy of a project from a server, including al files, 
the version history, and branches.

Patch Snippets of code or data used to update existing software.

Peer-to-peer Participants in a network act as both client and server by 
trading resources and services with one another.

Root directory The top-most directory in a branched hierarchy, containing 
all other files and directories. Your project’s root directory 
holds all the relevant files and code used your project.

Glossary
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Server and Client Servers are computers or systems that provides resources 
(i.e. data or programs) to other computers, known as 
clients, over a network.

Shell A program used by the CLI to mediate communication 
between the user and computer by interpreting commands 
and outputs. Examples: Bash, PowerShell, etc.

Version Control Manage, organize, and track different versions of files. 
Identify differences between versions and allows reverting 
to older versions.

Glossary
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Glossary
Helpful Cheat Sheets:

1. Git Cheat Sheet by Atlassian

2. Vim Cheat Sheet by Richard 
Torruellas

3. Bash Shortcuts by Mohankumar 
Balasundaram

4. Command Line Cheat Sheet by 
Tobias Günther
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